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FTC Finalizes Updates to COPPA Rule: What You Need To Know
By Amy S. Mushahwar, Kathleen A. McGee, Manali Joglekar CIPP/US, CIPP/E, CIPT, and Chloe Rippe

On April 22, 2025, the Federal Trade Commission (FTC) published final updates to the Children’s Online Privacy
Protection Act Rule (COPPA Rule). The final COPPA Rule goes into effect on June 23, 2025, 60 days after its
publication; however, regulated entities have until April 22, 2026, to comply with all provisions except with respect to
certain annual reporting and notice requirements related to the COPPA Safe Harbor programs, which have earlier
compliance deadlines.

If you provide services that are directed at children or collect personal information from children, then now is the
time for you to review what data you are collecting and ensure that your data collection, data retention policies, and
consumer-facing notices comply with these new requirements. This analysis may entail taking stock of which third-
party companies access children’'s data and whether such access is integral to the website or online service
provided.

These updates to the COPPA Rule are designed to give parents more control over their children’s data, specifically
allowing them to protect and control what data about their children is shared with and monetized by third parties.
The updates mark a significant step taken by the FTC to strengthen the COPPA Rule in the light of technological
developments and increasing use of smartphones and social media platforms by kids.

The final rule includes the following key updates.

Expanded definition of personal information: The COPPA Rule defines “personal information” as individually
identifiable information about an individual collected online. The definition of personal information has been
expanded to include “[a] biometric identifier that can be used for the automated or semi-automated recognition of an
individual, including fingerprints or handprints; retina and iris patterns; genetic data, including a DNA sequence; or
data derived from voice data, gait data, or facial data.”

Requirement to maintain a written security policy: Companies subject to the COPPA Rule must establish, implement,
and maintain a written information security program. The updated COPPA Rule details several requirements of the
written information security policy, including the designation of an employee to coordinate the security program. The
FTC has stated that these updates aim “to include flexibility that will help ensure small businesses do not face undue
burdens.”

Requirement to obtain opt-in consent for targeted advertising and other disclosures to third parties: Companies
subject to the COPPA Rule must obtain separate verifiable parental consent prior to disclosing children’s personal
information to third parties for targeted advertising or other purposes that are not integral to the website or online
service. The FTC stated that this change “enhances transparency and enables parents to make more deliberate and
meaningful choices” about the data practices affecting their children.
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Limits on data retention: Companies subject to the COPPA Rule can retain children’s personal information for only as
long as reasonably necessary to fulfill a specific purpose for which it was collected. Companies must establish and
maintain a written children’s data retention policy laying out the purposes for collecting and retaining the data and
the time frame for deleting the data, which cannot be indefinite. The FTC has clarified that companies do not need to
make a new policy if they maintain an existing data retention policy that addresses children’s data and otherwise
meets the requirements of these updates.

Increasing Safe Harbor programs’ transparency: COPPA Safe Harbor programs are self-regulatory industry groups
regulated by the COPPA Rule that implement protections that are substantially the same as or greater than those in
the COPPA Rule. The FTC has adopted several amendments to enhance the transparency and oversight of these
programs, including a requirement that they publicly disclose a list of participating companies and their certified
websites and services.

Those with additional questions about the legal implications of the amendments to the COPPA Rule may contact the
authors of this alert.

Contacts

Please contact the listed attorneys for further information on the matters discussed herein.

AMY S. MUSHAHWAR KATHLEEN A. MCGEE
Partner Partner

Chair, Data, Privacy & Cybersecurity T: 646.414.6831

T: 202.753.3825 kmcgee@lowenstein.com

amushahwar@lowenstein.com

MANALI JOGLEKAR CIPP/US, CIPP/E, CIPT
Senior Counsel

T: 973.597.2540

mjoglekar@lowenstein.com

NEW YORK PALO ALTO NEW JERSEY UTAH WASHINGTON, D.C

This Alert has been prepared by Lowenstein Sandler LLP to provide information on recent legal developments of interest to our readers. It is not intended to
provide legal advice for a specific situation or to create an attorney-client relationship. Lowenstein Sandler assumes no responsibility to update the Alert
based upon events subsequent to the date of its publication, such as new legislation, regulations and judicial decisions. You should consult with counsel to
determine applicable legal requirements in a specific fact situation. Attorney Advertising.

© 2025 Lowenstein Sandler LLP | One Lowenstein Drive, Roseland, NJ 07068 | +1 973.597.2500


https://www.ftc.gov/enforcement/coppa-safe-harbor-program
https://www.lowenstein.com/people/attorneys/amy-mushahwar
mailto:amushahwar@lowenstein.com
https://www.lowenstein.com/people/attorneys/kathleen-mcgee
mailto:kmcgee@lowenstein.com
https://www.lowenstein.com/people/attorneys/manali-joglekar
mailto:mjoglekar@lowenstein.com

