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Amy S. Mushahwar: You likely have old security vulnerabilities that are within your
systems for years that have been risk assessed as low and
medium vulnerability risk.

That patch debt is rearing its head with modern frontier Al models,
and it is easier for attackers to hopscotch through medium and low
vulnerabilities to get into your environments. So even before we
think about the speed of the newly detected vulnerabilities, we
really want to make sure that you're addressing patch debit first.

If your security department is asking for more staffing because of
vulnerability management, it is a real concern that general
counsels need to listen to.

You may not, as an organization, be able to meet your 15 or your
30-day critical and severe patch windows.

Make sure that you are dedicating sufficient resources to patching
on your security and IT teams, and you are documenting that.

That is evidencing reasonable security under difficult
circumstances, which we want our clients to do.
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