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Employers and Homeland Security:
The United States’ Strategy for Combating
Terrorism and its Direct Impact on Employers

by Zulima V. Farber and Khizar A. Sheikh

The events of Sept. 11, 2001, and subsequent federal and state efforts to combat
terrorism and crime, have increased exponentially the duties and responsibilities
of employers of all sizes and in all industries, as they are called upon to assist in
preventing future terrorist attacks. Principally, that assistance revolves around
the government’s efforts to limit the flow of people from and money to terrorist

and criminal groups. But the new and increased duties and responsibilities

placed on employers in this regard go much further.

mployers have longstanding obligations to safe-

guard their employees’ privacy, and to provide

discrimination- and harassment-free, safe work-

places for every employee. However, now more

than ever, employers, their human resources

staff, and their attorneys will have to be extra vig-
ilant in monitoring legislative and regulatory activity, and be
prepared to implement new policies and procedures to adapt
quickly to the changing employment landscape, as circum-
stances and anti-terrorism procedures and related technologies
advance.

The federal government’s overall plan and objectives to
fight terrorism are set forth in a document titled The National
Strategy for Combating Terrorism. That plan, which became
effective in Sept. 2006, is premised on the fact that, like all gov-
ernments, the United States has “no higher obligation than to
protect the lives and livelihoods of its citizens.”' The National
Strategy consists of several action items that, implemented in
concert, will help the government protect its citizens from the
threat of terrorism. Three of those action items are of particu-
lar interest to employers because they require their participa-
tion in implementation. Those three are:
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1. attacking terrorists and their capacity to operate;

2. denying terrorists entry to the United States and disrupting
their travel internationally; and

3. defending potential targets of attack.”

This article discusses the impact these post-Sept. 11 require-
ments have had on employers, and offers recommendations
intended to make employers’ compliance easier and less cost-
ly, and to minimize employers’ risks of noncompliance.

Attacking Terrorists and Their Capacity to Operate

In devising the National Strategy, the government looked
closely at the evidence showing that terrorists and criminals
use our financial systems to transfer money and secure various
forms of material support necessary for the operation and sur-
vival of terrorist organizations.* Not surprisingly, to hide their
activities, terrorist organizations and criminals launder money
through, and use, legitimate businesses and financial institu-
tions. So, a part of the National Strategy is directed at making
it difficult or nearly impossible for terrorists to engage in
money laundering or criminal financing.

To be sure, the government’s anti-money-laundering



efforts have been ongoing for almost 40
years. The Bank Secrecy Act of 1970
(BSA)* and related legislation required
insured depository institutions, and
later other specified financial institu-
tions, to maintain certain records and
report certain currency transactions as a
way to permit law enforcement authori-
ties to investigate suspicious transac-
tions.?

Since the events of Sept. 11, however,
new laws and regulations have been
enacted that have significantly broad-
ened the number and types of compa-
nies falling within the definition of
“financial institution,” and thus requir-
ing compliance with anti-money-laun-
dering procedures. For example, just
weeks after Sept. 11, 2001, on Oct. 26,
Congress enacted the USA Patriot Act,*
which, at Title III, amends the BSA to
require financial institutions to adopt
and implement internal anti-money-
laundering policies and procedures that
comply with specific rules issued by,
among others, the Securities and
Exchange Commission and the Treasury
the act
requires many of these financial institu-

Department. In addition,
tions to verify the identity of those with
whom they do business, and of those
with whom they enter into financial
transactions, and to be able to recognize
“red-flags” that trigger the required fil-
ing of suspicious activity reports (SARs).”

Not only did the USA Patriot Act
expand and toughen anti-money-laun-
dering policies, but it also expanded the
types of institutions covered. In the
past, anti-money-laundering laws and
regulations had defined “financial insti-
tutions” to include certain specified
businesses. But the definitions of “finan-
cial institutions” and “suspicious trans-
actions” are not entirely specific, and
much more fluid, a circumstance that
may require all employers, not just
those specified in the pre-Sept. 11 laws,
to be cognizant of the requirements
because they may well fall within the

definition and be required to comply.
For example, the USA Patriot Act
extends the reach of its anti-money-
laundering provisions to financial insti-
tutions that previously had not been
subjected to BSA regulation, such as
mutual funds, futures commission mer-
chants, commodity trading advisors,
and commodity pool operators.* The
reach goes even further to include “any
business or agency which engages in
any activity which the Secretary of the
Treasury determines, by regulation, to
be an activity which is similar to, related
to, or a substitute for any activity in
which any business described in this
paragraph is authorized to engage,” and
“any other business designated by the
Secretary whose cash transactions have
a high degree of usefulness in criminal,
tax, or regulatory matters.”” Further, sus-
picious transactions can include viola-
tions such as securities fraud."
Arguably, then, there is a risk that any
employer who deals with money trans-
actions, and any transaction that may
violate federal or state law, is subject to
the USA Patriot Act’s anti-money-laun-
dering provisions. (New Jersey’s money-
laundering law is patterned after the
federal law.)"" Complying with these new
requirements can result in changes in
the very nature of a business’s practices.
By way of example, consider the risk
posed by an employee whose job it is to
receive payment or investment funds,
and who accepts funds that, in fact, turn
out to be derived from terrorist or crimi-
nal activity. The challenge to the
employer is to implement procedures
and safeguards that minimize this risk.
Lesser known but just as important to
employers as the USA Patriot Act is Exec-
utive Order 13224, issued on Sept. 23,
2001. The order prohibits any U.S. per-
son or entity, as that term is defined in
the order,” from entering into any trans-
action or conducting any business with
any person or entity whose name
appears on the Specially Designated

Nationals and Blocked Persons List (SDN
list) of the United States Treasury Office
of Foreign Assets Control (OFAC), and
from participating in a transaction
involving an SDN'’s property or interest
in property." Because Executive Order
13224 applies to all U.S. persons and
companies, not just to financial institu-
tions," it has had an immediate impact
on all employers. That is because, in
effect, the order requires all employers
to have procedures in place that will per-
mit them to determine whether persons
or entities with whom they do business
(including employees) appear on the
SDN list.

The SDN list is updated frequently, so
companies need the means to periodi-
cally verify that they are not transacting
business with a listed party (and prove
their compliance). The authors recom-
mend, in addition to ensuring strict
compliance with these requirements,
that companies include in all contracts
and agreements a provision by which
the party or parties on the other side cer-
tify under oath that they have no ties to
terrorist organizations, and are not
engaged in any illegal activities. The
authors caution that this practice, if
adopted, must be used uniformly to
avoid or minimize potential liability for
violating federal or state anti-discrimi-
nation laws.

Denying Terrorists Entry to the U.S. and
Disrupting Their Travel Internationally
Despite pre-Sept. 11 laws requiring
foreigners to present specific forms of
identification and valid visas to enter
the United States,' thousands of people
enter this country each year with false
or no documents. Most are otherwise
law-abiding individuals looking for
work and a better life for their families.
But many criminals and terrorists have
taken advantage of our lax border secu-
rity measures, and have entered and
continue to enter this country with
stolen or forged identification docu-
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ments.” They then may use the fraudu-
lent identification documents to secure
jobs. That some of these unauthorized
workers pose a serious homeland securi-
ty threat, especially if employed at sen-
sitive facilities—nuclear plants,
chemical plants, military bases, defense
facilities, airports and seaports—is self
evident, and has long been a subject of
law

concern for immigration and

enforcement officials. That concern
increased dramatically after the events
of Sept. 11, when the authorities discov-
ered that terrorists use false identities,
fraudulent identification documents,
and fictitious Social Security numbers."

As part of their efforts to prevent the
use of forged documents and minimize
future acts of terrorism, federal, state,
and local governments have stepped up
their
employers who (unknowingly or know-

enforcement efforts against
ingly) accept false documents from
potential employees.

For over 20 years, the Immigration
Reform and Control Act of 1986 (IRCA)*
has required employers to comply with
an employment verification process, and
has had in place a sanctions program for
fining employers for non-compliance.
Prior to the events of Sept. 11, the verifi-
cation process consisted of an employer’s
review of specified documents prospec-
tive employees would have to present to
prove their identity and work eligibility.”
Employers would send the Social Security
Administration (SSA) earnings reports (W-
2) forms, which would list an employee’s
name and Social Security number.” Also,
on a Form I-9, employers would certify
that they had reviewed the documents
presented, that the documents appeared
to be genuine and to relate to the individ-
ual who had presented them, and that
the employee appeared to be eligible to
work in the United States.”

This system proved ineffective for
two reasons: the use of fraudulent docu-
ments undermined the employment
verification process,” and worksite
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enforcement efforts relied on a sanction
system of administrative fines that usu-
ally were so modest that some employ-
ers treated them as merely a cost of
doing business. Employers today must
recognize that Sept. 11 changed all that,
and that both federal and state govern-
ments have moved aggressively to
address the shortcomings of the old
enforcement system. They are doing so
by making it more expensive for compa-
nies to employ undocumented workers
(through increased liability risks), while
making it easier for employers to verify
the documentation and identities of
potential new hires.

Before Sept. 11, the risk that an
employer who violated the laws pro-
hibiting the hiring of undocumented
workers would be caught was relatively
low, as the Immigration and Naturaliza-
tion Service (INS), the federal agency
charged with enforcing those laws, did
not make this aspect of its mission a pri-
ority.” It is, therefore, little wonder that
as of 2004 an estimated 12 million
undocumented immigrants had entered
this country,” and millions of them had
entered the workforce.

The events of Sept. 11 led to a drastic
change in the government’s resolve to
secure its borders. Congress scrapped
the INS and created in its place the U.S.
Immigration and Customs Enforcement
Agency (ICE), and replaced the old
enforcement system of administrative
hearings and fines with a tough combi-
nation of criminal prosecutions and
asset forfeitures. These changes have
resulted in dramatic increases in the
number of worksite enforcement
actions, arrests and criminal prosecu-
tions of employers who hire undocu-
these
criminal enforcement actions have not

mented workers.”’ Moreover,
been limited to federal charges for
alleged violation of the immigration
laws, (which carry severe penalties,
including imprisonment);* they have
included federal charges for harboring

illegal aliens, money laundering, and
violation of the Racketeer Influenced
and Corrupt Organizations Act (RICO),
as well as state charges of identity theft
and money laundering.”

The government has not hesitated to
prosecute companies for these viola-
tions based on evidence that they were
aware, or should have been aware,®* of
immigration violations at their own or
their subcontractor’s worksites.”” This
represents a significant policy change
from the policy that underlied the
enforcement practices over the previous
two decades under IRCA.

The change has had an enormous
impact on American employers. A few
examples from the numerous, well-pub-
licized more recent enforcement actions
make this point clear:

e On Oct. 23, 2003, ICE conducted a
series of immigration enforcement
actions at 60 Wal-Mart stores in 21
states, and arrested approximately
245 undocumented aliens employed
not by Wal-Mart, but by its cleaning
contractors. Following the arrests,
ICE and Wal-Mart entered into a civil
resolution that included the payment
of $11 million to the Treasury Forfei-
ture Fund for the purpose of promot-
ing ICE’s future law enforcement
programs and activities in this field.*
This example made crystal clear the
fact that employers would not escape
liability for violating immigration
laws by subcontracting.

e On Feb. 22, 2007,
announced the indictment of three

prosecutors

executives of a national cleaning
company for harboring illegal aliens
and evading taxes. The indictment
alleges that the defendants failed to
collect and pay federal income, Social
Security, Medicare, and employment
taxes totaling over $18 million. The
indictment further alleges the defen-
dants had disguised the true nature
of their activities and had obstructed



the IRS in the performance of its gov-
ernmental functions by creating sev-
and bank
accounts to hide their excess funds.

eral shell companies
Finally, the indictment alleges that
the three executives used these excess
funds to pay personal expenses, and
includes notice that the government
will seek forfeiture of all illegal pro-
ceeds.”® In other words, the days
when employers would simply pay a
small fine they could treat as the cost
of doing business for violating immi-
gration laws are over, and employers
who engage in illegal hiring must be
prepared to pay a high price for such
violations.

On March 2, 2007, the president of an
Ohio temporary labor service was
sentenced to 15 months in prison for
conspiring to provide undocumented
workers to a national air cargo com-
pany. In this case, the evidence
showed that the SSA issued notices to
the company in 2002, 2003 and 2004,
listing hundreds of workers employed
by the company who were using
invalid Social Security numbers.
Despite these notices, the company
continued to employ the workers,
and took no substantive action to
determine whether they were author-
ized to work in the United States. To
the 15-month prison sentence, the
court added the company’s forfeiture
of $12 million, and the president’s
forfeiture of personal real estate.*
Again, employers must understand
that they may be held liable for viola-
tions they should have known about
through notice from the SSA or
another government agency.

On March 29, 2007, law enforcement
agents executed criminal and civil
search warrants, and conducted
consent searches at nine temporary
service companies located in the Bal-
timore area. ICE acted as the lead
investigating agency, assisted by the
Maryland State Police, Baltimore City

Police, Baltimore County Police,
Anne Arundel County Police and
Customs & Border Protection.® This
example demonstrates the high com-
mitment to cooperation between and
among law enforcement agencies at
all levels in enforcing immigration
laws in the workplace, a phenome-
non of post-Sept. 11 America, where
before, law enforcement agencies’
turf battles had been legendary.

While engaged in these targeted
enforcement actions, the government
also is taking steps to make it easier and
faster for employers to comply with
their duty to verify the identity and
immigration status of potential hires. To
this end, the federal government has
implemented an Employment Eligibility
Verification Program (EEV), formerly
known as the Basic Pilot Program. Still
in its early stages, EEV involves verifica-
tion checks of the SSA and Department
of Homeland Security (DHS) databases,
using an automated system to verify the
employment authorization of all newly
hired employees.

An employer’s participation in EEV is
voluntary, and is currently free. It is rea-
sonable to expect that, once this pilot
program proves successful in helping
employers verify the identity and immi-
gration status of potential hires quickly
and securely, the government will seek
to require all employers to use the EEV
or a similar system. In fact, the proposed
Comprehensive Immigration Reform
Act of 2007* includes a provision that
would do just that. Although the legisla-
tive effort has stalled, it is safe to predict
that, in the not-too-distant future, legis-
lation requiring all employers to use the
EEV or a similar system will become law,
either as part of a wider immigration
reform proposal, or on their own. It fol-
lows, then, that employers would be
well-advised to begin, as soon as possi-
ble, to prepare for this eventuality by
considering what changes would be

required in their own processes to use
the EEV systems.

Another mechanism the government
has implemented since Sept. 11 to help
employers reduce their risk of liability
for violating immigration laws is the
IMAGE Program (ICE’s Mutual Agree-
Government and

ment Between

Employers Program), which was
unveiled in July 2006. The program
requires participating employers to join
in Basic Pilot/EEV; to submit to an audit
of employees’ work eligibility documen-
tation (I-9 employee verification docu-
ments); to ensure the accuracy of their
wage reporting by verifying their
employees’ Social Security numbers;
and to commit to implementation of
nine “best hiring practices.”?

Some high-profile employers have
stepped up their internal compliance
and enforcement programs. In 2006,
obviously to better insulate the compa-
ny from potential civil and criminal lia-
bility,
company,

Dunkin’ Donuts’ parent

Dunkin’ Brands, began
requiring all of its franchisees to partici-
pate in the Basic Pilot/EEV verification
program and to perform background
checks of potential hires. But the com-
pany did not stop there. This year,
Dunkin’ Brands has moved aggressively
against non-compliant franchisees by
seeking to terminate their franchise
agreements for alleged violations of the
“obey all laws” clause in their agree-
ments. In New Jersey, Dunkin’ Brands
filed a lawsuit against a non-compliant
franchisee in April 2007. Similar law-
suits have been filed in other jurisdic-
tions. The lawsuit is at its beginning
stages.” Employers would be well-
advised to put a program in place to
determine whether enrolling in the
EEV/Basic Pilot or IMAGE program is in
their best interest.

Defend Potential Targets of Attack
As the Sept. 11 attacks on the Twin

Towers demonstrated, terrorists and
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criminals tend to stay away from hard-
ened sites, such as military facilities, and
prefer softer targets, such as corporate
worksites and other places of business
where large numbers of civilians gather
and that are not always well-secured.” In
the face of this fact, employers, especial-
ly those with hundreds or thousands of
employees in any one location, must put
in place policies and procedures that pro-
tect their employees and worksites from
possible damage from a terrorist attack.
The Occupational Safety and Health
Act of 1970 (OSHA)* mandates that all
employers provide safe and healthful
working conditions for their employ-
ees.”! But after Sept. 11, the nature and
magnitude of potential workplace haz-
ards changed and grew to include the
risk of terrorism. Therefore, all employ-
ers—not just those in certain indus-
tries—should carefully consider the
advisability of adopting emergency
plans and procedures to prepare for
potential disasters, including possible
terrorist attacks, and should implement
worksite evacuation policies and other
safety measures that comply with OSHA
guidelines (e.g., explosion planning,
(For
employers, those specified in OSHA and

evacuation planning).* some

its implementing regulations, such
plans and procedures have been, and
still are required.)” In doing so, howev-
er, employers must take care not to run
afoul of federal and state laws and regu-
lations that protect employees’ rights.
For example, in devising an evacuation
plan, employers must consider the spe-
cial needs of disabled employees, and
must reasonably accommodate those
needs lest they risk violating the Ameri-
cans With Disabilities Act (ADA),*
which prohibits employers from asking
employees whether they will need assis-
tance in an emergency situation.*

Here, too, the government has acted
to assist employers in the planning and
implementation of emergency plans by
issuing guidance that includes how to
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protect employee rights.* In particular,
the Equal Employment Opportunity
Commission (EEOC) has issued an
advice memorandum that permits
employers to seek certain otherwise pro-
hibited information, if they do so: (a)
with all employees after making a job
offer but before employment begins, (b)
as part of a voluntary, periodic survey of
all current employees to determine
whether they will require assistance in
an emergency, or (c) only with those
employees with known disabilities if
they will require assistance in the event
of an emergency.”

Certain employers in the healthcare
industry must additionally ensure they
comply with the Health Insurance
Portability and Accountability Act of
1996 (HIPAA) Privacy Rule, which pro-
tects individually identifiable health
information from disclosure.* The U.S.
Department of Health and Human Ser-
vices has provided a “decision tool” to
help employers determine when and to
whom private, confidential information
may be disclosed.”” Employers are
advised to make use of this tool as they
formulate emergency plans.

To minimize the threat of recogniza-
ble workplace hazards, among other rea-
sons, employers have traditionally been
careful not to hire people who may cause
harm to others. Among the best ways to
screen potential employees is conducting
thorough and complete background
checks. While this practice is effective, it
does carry the risk of violating important
employee rights, including the right to
privacy and to be free of discrimination
and illegal harassment.®

Employers must take special care to
minimize those risks; this can be accom-
plished by adopting such relatively
simple procedures as requiring all appli-
cants to complete a written application
and verifying education, employment
history and related information (certifi-
cates, licenses, etc.). Depending on the
industry and the position, applicant

screening may require more complicat-
ed and costly procedures, such as finger-
printing, obtaining a criminal history
and credit report, Social Security num-
ber verification and cross-referencing
against law enforcement advisories and
terror watch lists.”® When performing
the more-invasive types of background
checks, employers must bear in mind
that they are still required to comply
with other applicable state and federal
laws, including the federal Fair Credit
Reporting Act (FCRA),” which regulates
the collection, dissemination, and use
of consumer credit information.

The authors note that while most
employers have a choice of whether and
when to conduct background checks,
and, if so, what type, some employers do
not have that choice. For example, New
Jersey’s P.L.2006, c.101,* which became
effective on Sept. 15, 2007, requires
criminal history background checks and
identity verification checks on appli-
cants to be employed in critical positions
by independent contractors within des-
ignated facilities, such as chemical
plants and other industrial sites.’* The
term “designated facility” means those
facilities whose owners or operators are
required to submit a registration form in
accordance with the Toxic Catastrophe
Prevention Act,* and the act defines crit-
ical positions as “any title or position in
which the duties or responsibilities may
potentially affect the public safety or
national security or in which the appli-
cant may have access to information
which may potentially affect the public
safety or national security.”*

Employers should keep in mind that
other laws, including state and federal
privacy protection laws, may impact
employers’ conduct, as may the terms of
any applicable collective bargaining
agreement. Employers should obtain
professional advice before embarking on
wholesale background checks of
employees and/or applicants.

One final issue relating to background



checks and employee privacy deserves
special consideration. The USA Patriot Act
gave enhanced investigative powers to
federal and state law enforcement author-
ities, and changed the manner in which
federal law enforcement officials may
obtain certain forms of wire communica-
tion—including voicemail messages—and
tangible things.” The act requires employ-
ers to respond and comply with certain
wiretapping orders and search warrants
issued pursuant to it, and not to disclose
to the target employee the fact that the
government has requested and obtained
information relating to him or her.*

An employer who has adopted per-
sonnel policies protecting the confiden-
tiality of employee records should
amend these policies to include notice
that it must and will fully comply with
all lawful requests from law enforce-
ment authorities for employee informa-
tion, including confidential employee
information. As a further safeguard,
employers should amend policies and
procedures for responding to lawful
information requests from government
agencies. The adoption of such uniform
policies will minimize the risk that the
employer will be liable for failure to
comply with law enforcement demands,
or for violating employee rights in
doing so.

Conclusion

The Sept. 11 terrorist attacks had
profound consequences in our country
that went beyond the personal and
property damages that occurred that
day. As all levels of government
assessed the additional resources and
procedures needed to prevent future
terrorist attacks, they recognized that
employers would, of necessity, be
called upon to assist in vital ways in
implementing the National Strategy.
As a consequence, employers face
additional, some might say onerous,
burdens to comply with new laws and
regulations relating to the worksite,

employees, job applicants, and third
parties. Employers also face higher
risks and penalties for failure to com-
ply with the new requirements.

Recognizing the complexity and
costs of the new burdens, the govern-
ment has strived to help employers by
implementing compliance programs
and providing valuable guidance. The
burdens on employers are multiplied
because they also are required to comply
with all applicable laws enacted to pro-
tect employees’ rights.

To minimize the risks of non-com-
pliance, employers must be particular-
ly attentive to changes in employment
laws and regulations, must make use of
every available compliance tool, and
must use extraordinary care in select-
ing the human resource and other
employment professionals who will
advise and guide them through the
thicket of applicable and sometimes
seemingly contradictory laws. By so
doing, employers will be best posi-
tioned to protect their own and their
employees’ interests, and to balance
their needs with the government’s
paramount duty to protect the lives
This
article is intended to help employers

and livelihoods of its citizens.

meet their varied obligations and
achieve their goals in the area of
homeland security. &2
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